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CB GOMPLY -
DATA PROTEGTION TRAINING

Collyer Bristow's Data Privacy team offers live, interactive, engaging and practical training sessions on a variety of privacy-related
topics.

May 2023 marks five eventful years since the GDPR (of which there are now two versions, the UK GDPR and the EU GDPR) and
the Data Protection Act 2018 came into force. But all that good work your business undertook in preparation will go to waste if
you don't revisit your current data protection practices, procedures, and policies.

HOW WE CAN SUPPORT YOUR BUSINESS

Collyer Bristow's Data Privacy team offer live, interactive, engaging and practical training sessions on a variety of privacy-related
topics. You can use our training to refresh your staff on their legal obligations or to cover particular areas of interest. We can help
ensure that you have the tools you need to handle your business’'s compliance with applicable data protection laws with
confidence.

Our standard training packages typically last between 45 and 60 minutes. Depending on your requirements, we are happy to
deliver training either in person or remotely via video conference. We recommend in-person training, which provides better
engagement and opportunities to ask questions and test understanding.

If you are interested in a particular topic that isn't listed below, please contact us. We are happy to offer bespoke, tailored
training to suit your business's particular requirements and/or to suit the intended audience, whether that is your marketing
team, your in-house counsel, your IT manager, or your HR department.

WHY IS DATA PROTECTION TRAINING IMPORTANT?

The Information Commissioner’s Office expect your data protection practices, procedures, and policies to be reviewed regularly,
especially in a fast-changing privacy landscape that has resulted in several big-ticket fines for companies around the world. It is
also a legal requirement that your employees receive up-to-date training. Making sure that they comply with the fast-evolving
laws on data protection is not optional.

Failure to train and update employees will expose your business to an increased risk of a data breach. The ICO also has wide
powers to enforce compliance with UK GDPR, ranging from enforcement notices up to very substantial fines. All enforcement
action is published on the ICO website, so this can result in potentially lasting reputational damage. In an increasingly cautious
economic environment, taking shortcuts when it comes to data protection compliance could also make it more difficult to secure
the investment you need to grow your business.
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EXAMPLES OF TRAINING TOPICS WE GAN PROVIDE:

. VERVIEW OF THE UK AND EU GENERAL DATA PROTECTION REGULATION AND PRIVACY AND ELECTRONIC
COMMUNICATIONS REGULATIONS

This introductory training session covers the fundamental concepts of the UK and EU GDPR, the Data Protection Act 2018, and
the Privacy and Electronic Communications (EC Directive) Regulations 1993. It is ideal for staff who handle personal data in their
day-to-day functions, such as your HR or risk and compliance team.

You will learn about the rights of UK- and EU-based individuals in respect of their personal data, the implications for your
business's staff, the rules that apply to using special categories of 'sensitive’ personal data, and how to make sure your
organisation is compliant. We also highlight common privacy-related issues faced by businesses in relation to direct e-marketing
to individuals.

2. HOW TO NEGOTIATE CONTROLLER-PROGESSOR AGREEMENTS

When a data controller appoints a data processor, UK and EU laws require a written contract to be in place between them. While
it is a requirement that this contract contains certain mandatory provisions, sophisticated businesses typically take different
approaches to negotiating their content and wording as a method of minimising their risk exposure and maximising their
commercial leverage.

This training session is designed for businesses that frequently encounter controller-processor agreements and require the
know-how to be able to negotiate these in-house, depending on whether they are a controller or a processor. We will cover the
requirements of Article 28 of the UK GDPR and EU GDPR in detail, considering issues such as allocation of liability and costs
apportionment, so that you have the confidence to negotiate these on a regular basis.

3. HANDLING DATA SUBJECT AGGESS REQUESTS

The failure of businesses to handle a data subject access request (DSAR) properly is one of the most common reasons why
individuals complain about them to the UK's regulator, the Information Commissioner’s Office. DSARs are also increasingly
complex to manage, since the quantity of information that businesses are likely to hold about them will typically be increasing.

In this training session, we explain in detail the rights of individuals to gain access to their personal data, as well as exemptions
that your business could rely on in order to withhold certain information. We also take a look how to avoid common pitfalls when
handling a DSAR so that you are fully up to date with the requirements of the UK GDPR, the Data Protection Act 2018, and the
ICO's latest guidance on this topic.
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4. INTERNATIONAL DATA TRANSFERS: THE NEW LANDSCAPE

Despite the globalised way in which many businesses operate today, UK and EU data protection laws restrict the transfer of
personal data to countries outside of the UK and the European Economic Area that are not deemed to have an adequate level of
data protection. This can present challenges not only when it comes to international commerce but also in respect of basic
outsourced functions, such as using CRM systems or servers that are not located in the UK or the EEA.

In this session, we explain what constitutes an international transfer of personal data, how to determine whether a country is
considered ‘adequate’, and what to do if you wish to transfer personal data to a country that does not have adequacy status. In
particular, we will take a look at the implications of the much-publicised Schrems Il judgment that invalidated the EU-US Privacy
Shield and how this affects your transfer of personal data to countries such as the United States, as well as the latest set of
‘standard contractual clauses’ mandated by the European Commission and their UK equivalent.

0. RECOGNISING AND DEALING WITH DATA BREACHES

Data breaches can arise in a number of different circumstances, many of which may not be immediately apparent to a business
unless it is aware of what to look out for. A data breach resulting in a risk of serious adverse consequences for data subjects must
be reported to the Information Commissioner within 72 hours of its discovery, and individuals may also need to be notified. It is
therefore very important that the managers of a business have trained their staff to identify when a breach may have occurred
and to have a procedure to deal with any reporting that may be needed.

In this session, we will highlight the most common forms of data breach, including suggesting practical steps to minimise such
breaches occurring. We will also set out the basic steps necessary to investigate the extent and assess the potential severity of
the breach, to establish whether it was a one-off or a continuing event, and to progress to terminating the breach and dealing
with any necessary reporting to the ICO and individuals.

ABOUT COLLYER BRISTOW

Collyer Bristow LLP is a long established central London law firm. We provide high quality, individually tailored legal advice,

often with a cross-border aspect, to a portfolio of international and domestic clients including businesses, ambitious
entrepreneurs and wealthy individuals and families. We specialise in Business; Dispute resolution; Private wealth; and Real estate
services.

Our clients choose Collyer Bristow because they, like us, appreciate individuality, creativity and collaboration. They recognise that
ttheir needs may be unique and complex, or that in progressing with their legal issues they value a more engaged

and personalised service from their lawyers. They recognise that the Collyer Bristow approach is one of building understanding,
trust and relationships with clients. We take time to build relationships to understand the commercial objectives behind

every transaction or dispute. We find this allows us to operate more strategically on our clients’ behalf and to best support

the achievement of the outcomes they desire.

The firm is well known for its high standards of client service. We combine a long history of high-quality legal work
and professionalism with a dynamic, commercially astute team of lawyers. The firm and individuals are ranked in the leading
legal directories including Chambers & Partners and the Legal 500.

Our Data Protection team supports businesses across a wide range of industries in ensuring compliance with data
protection legislation, including UK GDPR and Data Protection Act 2018.
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For further information or to book your training, contact comply@collyerbristow.com, or Patrick
Wheeler directly.

PATRICK WHEELER

Partner, Head of IP
& Data Privacy

+44 207470 4432
+44 7786 962089
patrick. wheeler@

collyerbristow.com
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For more information please visit

COLLYERBRISTOW.CO

COLLYERBRISTOW.COM  w@COLLYER_BRISTOW  @COLLYER-BRISTOW-LLP

Disclaimer: The information and opinions contained in this document are for general interest and information purposes only and are not intended to constitute specific
legal, commercial or other professional advice. It should not be relied on or treated as a substitute for specific advice relevant to particular circumstances, While we seek to
ensure that the contents are not misleading or outdated, you should obtain specific legal advice before making or refraining from making any business or personal
decisions. Collyer Bristow LLP is a limited liability partnership registered in England under number OC318532, registered office St Martin’s Court, 10 Paternoster Row,
London, EC4M 7EJ, and is authorised and regulated by the Solicitors Regulation Authority. Any reference to a partner means a member of the LLP or an employee with
equivalent standing and qualifications. A list of the members is available for inspection at the above address. This firm maintains professional indemnity insurance in
accordance with the rules of the Solicitors Regulation Authority. © 2023 Collyer Bristow LLP
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